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Research Are current exploit mitigations capable of detecting and prevent-
. ing abuse of array out-of-bound write vulnerabilities?
Question

main ( argc, x*argv) A
/* Exemplary initialization =*/
*array = malloc( ) ;

More specifically, can an (artificial) C program (cf. Figure 1) be idx = 0, val = 0
attacked to gain arbitrary code execution even if common exploit
mitigations (cf. Figure 2) are enabled? (scanf( , &idx, &val) ==

array[idx] = val;

Core Ideas 1. If user controlled buffers get allocated next to memory owned
by the C runtime environment, it is possible to pre-calculate
fixed distances from the beginning to the array to these con-
trol structures.
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Figure 1: Artificial C program simulating an out-of-bounds

2. Given the ability to corrupt memory used by the C runtime, it is write vulnerability in line 7

possible to find data structures that can be overwritten with
constant values resulting in reliable arbitrary code execution.

Approach 1. Measure distances of newly allocated memory to data struc-
tures used by 1libc.so.6 and 1d. so.

2. After identifying allocation strategies that return memory at a
fixed distance to 1libc.so.6 and 1d.so (reachable pointers),

Figure 2: Compiler invocation to turn on common exploit
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Data of 1d.so (rw-)

/* Debian 10 kernel 4.12.6-1 (glibc 2.24-17) */
main( argc, x*argv)

(0x7¢3160)

-

DT_NEEDED: Shared library
DT_INIT: 0x528

DT_FINI: 0x774
DT_INIT_ARRAY: 0x200de8
DT_INIT_ARRAYSZ: 8 Bytes
DT_FINI_ARRAY: 0x200df0
DT_FINI_ARRAYSZ: 8 Bytes
DT_GNU_HASH: 0x555555554298

I Constant Distance
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*ptr;
ptr = malloc( );

0x120

DT_STRTAB: 0x555555554378

DT_SYMTAB: 0x5555555542b8

DT_STRSZ: 0x8b

DT_SYMENT: 0x18

DT_DEBUG: 0x7f3aad48e140 (ld.so:_r_debug=
=1d.s0+0x225140=1ibc.s0+0x5c2140)

DT_PLTGOT: 0x555555755000 Possible due to

DT_PLTRELSZ: 0x30 Constant Offset

/* Distance of the malloced pointer to struct link_map used by ld.so =*/
base = ;
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/* Set 1->1_addr to offset of _r_debug in 1ld.so to win-gadget in libc.so =*/
* ( *x)&ptr[base] = ;

Vulnerable Array (rw-) Main ELF
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Constant A of Win-Gadget
Data of 1d.so (rw_) and ld.so:_r_debug
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/* Set 1->1_info[DT_FINI] pointer to a pointer to _r_debug */
ptr[base + ] = :

DT_NEEDED: Shared library

DT_INIT: 0x528

DT_FINI: 0x774

DT_INIT_ARRAY: 0x200de8

DT_INIT_ARRAYSZ: 8 Bytes

DT_FINI_ARRAY: 0x200df0

DT_FINI_ARRAYSZ: 8 Bytes

DT_GNU_HASH: 0x555555554298

DT_STRTAB: 0x555555554378

DT_SYMTAB: 0x5555555542h8

DT_STRSZ: 0x8b

DT_SYMENT: 0x18

DT_DEBUG: 0x7f3aad48e140 (1d.so:_r_debug=
=1d.s0+0x225140=11ibc.s0+0x5c2140)

DT_PLTGOT: 0x555555755000 Possible due to

DT_PLTRELSZ: 0x30 Constant Offset

II Constant Distance
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/* Set 1->1_info[DT_FINI_ARRAYSZ] pointer to a value < 8 %/
ptr[base + | = :
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During Cleanup, 1d.so calls 1->1_addr + *(1->1_info[DT_FINI] + 8)

Figure 4: An example of a C program that ends up executing execve("/bin/sh", argv, envp) by abusing the fact that the pointer returned by malloc

has a fixed distance of 8x7¢3160 bytes to struct link_map, a writable data structure used by 1d.so. The diagrams at the right side visualize
the meaning of the constants used during the corruption. Note that all values can be pre-calculated, regardless of ASLR.

V2 2017-11-14
V.i.S.d.P: E" E

Lehrstuhl fur Sicherheit in der Informatik
Fakultat fur Informatik
Boltzmannstrale 3

85748 Garching  [m] gk



